Agent Technology, Green Paper  

Version 0.88

Object Management Group

Framingham Corporate Center

492 Old Connecticut Path

Framingham, MA  01701-4568

U.S.A.

Telephone: +1-508-820 4300

Facsimile: +1-508-820 4303 

Agent Technology

Green Paper 

Agent Working Group

OMG Document  ec/99-12-nn

Version 0.88

27 November 1999

This paper presents a discussion of technology issues considered in a Working Group of the Object Management Group  The contents of this paper are presented to create discussion in the computer industry on this topic; the contents of this paper are not to be considered an adopted standard of any kind. This paper does not represent the official position of the Object Management Group.
Table of Contents

41.
Introduction

1.1.
Purpose of the Green Paper
4
1.2.
Intended Audience(s)
4
1.3.
Agent Working Group Mission
4
1.4.
Writing Team
4
1.5.
Questions & Comments
5
2.
Current State
6
2.1.
Definition of Agent
6
2.2.
State of the Current Practice
7
2.3.
Maturity Level of the Industry
8
2.4.
Application of Agents
9
2.4.1.
Enterprise applications
9
2.4.2.
Inter-Enterprise applications
10
2.4.3.
Process control
10
2.4.4.
Personal agents
10
2.4.5. 
Information management tasks
10
2.5.
Agent Reference Architecture
12
2.6
Agent RFI Results
12
2.6.1
RFI overview
12
2.6.2
RFI responses
13
3.
Key Areas of Agent Technology
16
3.1.
Agent Communication
16
3.1.1.
Agent communication languages
16
3.1.2.
Message transportation mechanism
16
3.1.3.
Ontology communication
16
3.1.4.
Agent protocol
17
3.2.
Agent Mindspace
17
3.2.1.
Goal representation and manipulation
17
3.2.2.
Reactivity versus proactivity
17
3.2.3.
Adaptive agents
18
3.2.4.
Procedural versus declarative process specifications
18
3.2.5.
Comprehension of an environment
18
3.3.
Life-Cycle Management
18
3.3.1.
Virtual existence or persistence
19
3.3.2.
History
19
3.3.3.
Mobility
19
3.3.4.
Process centric
20
3.3.5.
Dynamic and multiple classification
20
3.4. 
Agent is a Principal
21
3.4.1.
Agents are operating on behalf of an entity
21
3.4.2.
Agents are software
21
3.5.
Software Agent Technology in Nomadic Applications
21
3.5.1.
Tasks of Software Agents in Adaptability
22
3.5.2.
Tasks of Software Agents in Software Download and Update
23
3.5.3.
Tasks of Software Agents in Simplified and Faster Service Deployment
23
3.5.4.
Increasing availability, reliability, and support of disconnected operations
23
3.5.5.
State of the Art
23
3.5.6.
Requirements for Software Agent Technology by Nomadic Applications
23
3.5.8.
Related Work
24
3.6. 
Relationship between Agent and Object Technologies
24
3.6.1.
Modeling an agent as an object
24
3.6.2.
The single method agent
27
3.6.3.
Agents and agent systems composed from objects
27
3.6.4.
Relating agents to OMG
27
4. Agent System Development
29
4.1.
Agent modeling and specification
29
4.2. 
Testing, debugging, validation, and simulation
29
4.3. 
Agent system development methodologies
29
4.4. 
Agent enterprise architecture and services
29
4.4.1.
Agent Platform
30
4.4.2.
Agent Management System
31
4.4.3.
Directory Facilitator
31
4.4.4.
Agent Platform Security Manager
31
4.4.5.
Agent Resource Broker
32
4.4.6.
Wrapper Agent
32
4.4.7.
Agent Communication Channel
32
4.5.
The Agent Grid
32
4.6.
Maintaining System-wide Properties in Agent Systems
34
5.
 Considerations for Agent RFI/RFPs
36
5.1.
Planned Roadmap
36
6.
Relationship to OMG Technology and Other Work Efforts
36
6.1. 
Current relevant OMG services
36
6.2. 
Modifications and enhancements of OMG specifications
36
7.
Other Similar Standards and Efforts
37
7.1.
FIPA
37
7.1.1.
Introduction
37
7.1.2.
The Agent communication language.
37
7.1.3.
Agent/software integration
37
7.1.4.
Agent Management
37
7.1.5.
Human/agent interaction
37
7.1.6.
Agent mobility
38
7.1.7.
Ontology services
38
7.1.8.
Agent naming
38
7.1.9.
Message transport
38
7.1.10.
Conclusion
38
7.2.
CLIMATE
38
7.3.
KQML/KIF
39
7.4.
US DARPA
39
7.5.
EU AgentLink community
39
7.6.
others
39
8.
Appendix
40
8.1.
Glossary
40
8.2.
References
40
8.3.
Requirements for Agent Technology
40
8.4.
Open  Issues
40


1.
Introduction

1.1.
Purpose of the Green Paper 

Typically, when the word “agent” is used, many people conjure up images from James Bond to Web spiders.  Yet, these same people feel that there is something more to the concept.  For those who wish to know more, the purpose of this paper is to provide:

· an overview of the general area known as agent technology.

· suggestions for standardizing areas of this new technology using the OMG process.

1.2.
Intended Audience(s)

This green paper is intended for the OMG as a whole and, specifically, those task forces and working groups that are working in areas that might involve agent technology.  This will ensure the work in these workspaces is well synchronized.


Another audience may be the agent technology industries outside of the OMG.  Their thoughts and suggestions will help address the commercial significance of the concepts and directions established in the paper. 

1.3.
Agent Working Group Mission

The Agent Working Group of the Electronic Commerce Task Force (ECTF) is to provide a forum for identifying and building consensus and convergence in the industry around agent technology development.
  One of the first efforts of this group is to produce this green paper—which has two purposes:

· to address the key features of agent technology, and

· to determine what and why the next steps might be for the Agent Working Group.

1.4.
Writing Team

Editor:  James Odell. 

Contributors: 
David Kerr, Broadcom Eireann Research Ltd.



Heimo Laamanen, Sonera



David Levine, IBM



Gregory Mack, Booz-Allen & Hamilton, Inc.
David Mattox, Mitre Corporation

Francis McCabe, Fujitsu Labs

Stephen McConnell, OSM sarl

James Odell



Kimmo Raatikaine, University of Helsinki

Kate Stout, Sun Microsystems, Inc.

Craig Thompson, Object Services and Consulting

1.5.
Questions & Comments

Please address content-related questions or feedback to the Agent Working Group and to the paper editor James Odell (jodell@compuserve.com).  In the interests of mailing list efficiency, please address errata or omissions directly to the editor only.

2.
Current State

2.1.
Definition of Agent

A basic dictionary definition of agent is one who acts.  Under such a broad definition, agents can have a host of properties.  One way to think about these properties is as follows:

· Autonomous - is capable of initiating action independent of any other entity; to some extent, can operate without direct intervention externally. 

· Interactive - communicates with the environment and other agents, such as humans, machines, and software agents (i.e., social).

· Adaptive/reactive - responds to its environment. 

· Mobile - able to transport itself from one environment to another.

· Proxy - may act on behalf of someone or something; i.e., acting in the interest of, as a representative of, or for the benefit of some entity.

· Rational - able to reason or understand.

· Proactive - goal-oriented, purposeful; does not simply act in response to the environment.

· Intelligent - state is formalized by knowledge (i.e., beliefs, goals, plans, assumptions) and interacts with other agents using symbolic language.

· Temporally continuous - is a continuously running process.

· Character - believable personality and emotional state.

· Transparent and accountable - must be transparent when required, yet must provide a log of its activities upon demand.

· Able to learn and evolve - changes behavior based on experience.

· Cooperative - capabilities and resources can be exchanged among agents (e.g., can coordinate, collaborate, and negotiate).

· Rugged - able to deal with errors and incomplete data robustly.

· Trustworthy - adheres to Laws of Robotics and is truthful.


Most people who work with agents find this definition overly broad. However, a commonly agreed definition has not yet emerged. Some argue that an agent is not very useful without at least the first three of the above properties. The other properties listed above may or may not be present in agents to varying degrees.  Rather than trying to determine if something is or isn't an "agent" it makes more sense to try and classify it along a spectrum that ranges from weak to strong agency. In general, the more of the above properties that an entity exhibits, the more agent-like it is.  At a minimum, though, an agent is generally regarded to be an autonomous entity that can interact with its environment. 


Software agents are a more specific type of agent.  While there are many definitions, generally a software agent is an autonomous software entity that can interact with its environment.  In other words, they are agents that are implemented using software.  They are autonomous and can react with other entities, including humans, machines, and other software agents in various environments and platforms. 


Agents are commonly considered similar, but not equivalent to objects  Traditional object are biased towards notions, such as class, association, and message.  While these constructs are useful for a certain category of applications, they do not directly address the requirements of agents.  As presented above, agents have such characteristics as autonomy, mobility, and adaptability.  Furthermore, business users like to express other concepts, such as rules, constraints, goals and objectives, and roles and responsibilities. (Stated another way, agents encapsulate the knowledge needed to perform a specific task.) In short, the agent-based approach distinguishes between autonomous, interactive, mobile objects (agents) and the passive objects of conventional OO.  This does not mean that object orientation is dead; instead, it can be used to enable, rather than drive, agent-oriented technology.

2.2.
State of the Current Practice

The emergence of agent technology is similar to the stories many other technologies (e.g. relational, object oriented, GUI).  As such, some expect to some of history’s lessons to repeat themselves:
   

· Agent technology is not a single, new, emerging technology—but rather the integrated application of multiple technologies.

· Agents are not necessarily a new, isolated form of application.  Instead, it can add a new set of capabilities to existing applications.

· Initially, agent functions will emerge within applications, but later—with experience—will become part of the operating system or application environment.

· Agent applications may strengthen the human-computer interaction.

Ultimately, applications that do not exploit agent support in the operating system will be severely disadvantaged.

While destined for lofty goals, the current state of agent technology is that:  

· It is still an active research area.

Isolated pioneer products are emerging.

· The full set of technologies are not available.

· The technologies are not integrated with one another.

· There is no consensus on how to support agents at the operating system level

· Despite the hype, agent technology is not in widespread use–nor has it been widely accepted as an inevitable trend.

· There are early adopters who can demonstrate the value of agent technology.

2.3.
Maturity Level of the Industry

As suggested above, the agent “industry” is in an embryonic state. There are isolated examples of agents in use in industry. It is hard to pin down exactly due to the lack of a rigorous agent definition.  Because of this lack of singular definition, it is hard be specific about agents deployment in the software industry. However, there are several classes of agents that have been deployed to some degree. 

· Network and system management agents
The telecommunications companies have been the most active in this area, and indeed seem the group most committed to the agent paradigm. Their goal is to use agents to assist in complex system and network management tasks, such as load balancing, failure anticipation, problem analysis and information synthesis. 


One note: There is a confusing overlay of terms in this area.  Network management is often performed by employing SNMP agents. These are a particular mechanism for management, but are not the types of agents we’re trying to discuss here. This is just a simple overlap of names.

•
Decision and logistic support agents

Mostly deployed in closed environments, utility companies and military organizations use agents for information synthesis and decision support. These systems may alert an operator to a possible problem, provide information in support of a complex decision. They are closely aligned to decision support systems from the traditional AI community. 

•
Interest matching agents

These are probably the most used agents, and most users don’t even know they are using them. The interest matching agents are used by commercial Web sites to offer recommendations, such as

If you liked “Frank Sinatra’s Greatest Hits” you might also like “Tony Bennett’s Songs for a Summer Day”. 

Based on Patti Maes work at MIT Media Labs, and later at Firefly, these agents observe patterns of interest and usage in order to make recommendations. They have been deployed at amazon.com, and various CD and video sales sites.

•
User assistance agents

These agents operate at the UI level, offering information or advice to users. They are sometimes represented visually as a cartoon advisor. Companies such as Microsoft, Lotus, and Apple have shown the most interest in this area. The best known example of an agent in common use is the animated help characters used in Microsoft Office products. These agents use bayesean networks to analyze and predict possible topics that the user may need help with. 

Each of these represent some aspect of agents’ features. However , none of these represent the full range of possible agent features. 


The first commercial tool sets for building agents have entered the market within the last year. These agent building systems vary widely in functionality don’t adhere to any standards. Agents built in one system will not work in others. There is no uniform support for communications protocols across these tools either. The following table gives an overview of commercial agent systems available at the time of this writing. 

Product
Company
Language
Description

AgentBuilder®
Reticular Systems, Inc.
Java
Integrated Agent and Agency Development Environment

AgenTalk
NTT/Ishida
LISP
Multi-agent Coordination Protocols

Agent Building Environment
IBM
C++, Java
Environment

Agent Development Environment
Gensym
Java
Environment

Agentx
International Knowledge Systems
Java
Agent Development Environment

Aglets
IBM Japan
Java
Mobile Agents

Concordia
Mitsubishi Electric
Java
Mobile Agents

Grasshopper
IKV++
Java
Mobile Agents

iGEN
CHI Systems
C/C++
Cognitive Agent Toolkit

Intelligent Agent Factory
Bits & Pixels
Java
Agent Development Tool

Intelligent Agent Library
Bits & Pixels
Java
Agent Library

JACK Intelligent Agents
Agent Oriented Software Pty. Ltd.
JACK Agent Language
Environment

Jumping  Beans Engineering
Ad Astra
Java
Mobile Agents

Kafka
Fujitsu
Java
Agent Library

LiveAgent
AgentSoft Ltd.
Java
Internet Agent Construction

Microsoft Agent
Microsoft Corporation
Active X
Interface creatures

Odyssey
General Magic
Java
Mobile Agents

Via: Versatile Intelligent Agents
Kinetoscope
Java
Agent Building Blocks

Voyager
Object Space
Java
Agent-Enhanced ORB

2.4.
Application of Agents

2.4.1.
Enterprise applications


Smart documents (i.e., documents that `know' that that they are supposed to be processed)


Goal-oriented enterprise (i.e., work-flow on steroids)


Role and personnel management (i.e., dynamically attaching roles and capabilities to people)

2.4.2.
Inter-Enterprise applications


Market making for goods and services


Brokering of the above


Team management

2.4.3.
Process control


Intelligent buildings (e.g., smart heating/cooling, smart security)


Plant management (e.g., refinery)


Robots

2.4.4.
Personal agents


Email and news filters


Personal schedule mgt


Personal automatic secretary

2.4.5. 
Information management tasks


Searching for information - The amount of information available over a corporate intranet stretches the capability of most users to effectively retrieve useful information. Search agents contain domain knowledge about various information sources. This knowledge includes the types of information available at each source, how to access that information and other potentially useful knowledge such as the reliability and accuracy of the information source.  Search agents use this knowledge to accomplish specific search tasks..


Information Filtering - Another common task for agents. Information filtering agents attempt to deal with the problem of information overload by either limiting or sorting the information coming to a user. The basic idea is to develop an on-line surrogate for a user that has enough knowledge about the user's information needs so that it can select only those documents that would be of interest. These types of agents usually function as gatekeepers by preventing the user from being overwhelmed by a flood of incoming information. Filtering agents also work in conjunction with, or are sometimes incorporated into, search agents in order to keep the results from searches down to reasonable levels.  Typically, filtering agents incorporate machine learning mechanisms. This allows them to adapt to the needs of each user and to provide more precision than that typically provided by keyword filtering approaches.


Information Monitoring - Many tasks are dependent on the timely notification of changes in different data sources. A logistics planner my develop a plan for moving equipment from one location to another, but the execution of that plan could be disrupted by the onset of bad weather at a refueling stop. The logistics planner would like to know of any events that would be likely to effect his plan as soon as they happen. Agents are useful for monitoring distributed data sources for specific data. Being software constructs, they have the patience necessary to constantly monitor data sources for changes. Alternately, mobile agents can be dispatched to remote or otherwise inaccessible locations to monitor data that the user might not normally have access to.


Data Source Mediation - The data management landscape is populated with a multitude of different systems, most of which don't talk to each other. Agents can be used as mediators between these various data sources, providing the mechanisms that allow them to interoperate. The SIMS Project at ISI developed an information mediator that provides access to heterogeneous data and knowledge bases. This mediator can  be used to create a network of  information gathering agents, each of which has access to one or more information sources.  These agents use a higher level language, a communications protocol, and domain-specific ontologies for describing the data contained in  their information sources. This allows each agent to communicate with the others at a higher semantic level. 


Interface Agents / Personal Assistants - An interface agent is a program that is able to operate within a user interface and actively assist the user in operating the interface and manipulating the underlying system. An interface agent is able to intercept the input from the user, examine it, and take appropriate action. While interface agents are not directly related to data management, they have to potential to play a large role in assisting users of data management systems. This becomes increasingly important as data management systems become more distributed and group together to form large, complex systems of systems. Agents in the interface can function as a bridge between domain knowledge about the data management systems and the user. These agents could assist users in forming queries, finding the location of data, explaining the semantics of the data among other tasks.  Examples of this include intelligent tutoring systems and web browsing assistants [
]. In addition, Microsoft is now including interface agents in its desktop products to watch the actions of users and make appropriate suggestions. 

2.5.
Agent Reference Architecture

Craig Thompson has submitted this as a possible taxonomy.  Can it be integrated in the paper?

[image: image1.wmf]
2.6
Agent RFI Results

2.6.1
RFI overview

A Request For Information (RFI) entitled Agent Technology in OMA (document ec/99-03-10; ftp://ftp.omg.org/pub/docs/ec/99-03-10.htm) was issued by the Agents WG on March 24, 1999, with a submissions due date of August 2, 1999.  This RFI solicited information on available agent technology and how to use it in CORBA-based applications, and addressed several areas: requirements, architectures, designs, projects, products, protocols, and standards.  The information provided will be used by the OMG to develop:
· this Agent Technology Green Paper further. 

· a Roadmap for technology adoption.  

· a series of Requests for Proposal (RFPs) in this area. 

The goal of this RFI was to canvas the industry for technologies and required interfaces for exploiting agent technology in applications built using OMG technology.  Its scope included, but was not limited to the following areas: 

· kinds of agents:  mobile, intelligent, information access, user interface, ... 

· kinds of agent systems, societies, and meta-agent facilities (e.g., grid) 

· kinds of agent communication:  agent communication langauges like KQML or FIPA ACL, agent negotiation 

· kinds of ontology description mechanisms 

· agent and agent system interworking and federation mechanisms 

· agent system management and administration, agent life cycle services, system-wide properties in agent systems (-ilities, QoS) 

· agent security, risk management, survivability 

· planning and scheduling mechanisms 

· agent relationship to objects, OMA, CORBA, and CORBAservices 

· extensions to existing OMG services and facilities (e.g., traders that support inference, secure agent extensions) 

· agent modeling and specification techniques 

· tools, testing, debugging, validation, and simulation approaches 

· agent-system development methodologies 

2.6.2
RFI responses

The nine RFI responses—listed in order of receipt—were as follows:

· Object Services and Consulting response (ec/99-07-01; ftp://ftp.omg.org/pub/docs/ec/99-07-01.htm)
Characterizing the Agent Grid.  This working paper covers both a general notion of a grid, as well as a more detailed discussion of the Agent Grid, its properties, and issues related to it.  It suggests, first, that there are several kinds of grids:  some like the software and the information grid that are applications of infrastructure technology.  Second, it submits that there is a body of agent technology that could constitute the agent layer. Third, it proposes that the grid might be related to agent systems either as master registry mechanisms or meta agent systems or similar.  And lastly,  it suggests that organizational units (ensembles) act like grids in that they control resources.  The response concludes that it is less clear that there is likely to be one global construct called the agent grid or that such a system makes all optimization tradeoffs and provides all systemic control.  (Contact: Dr. Craig Thompson; thompson@objs.com)

· Monads Response by Nokia, Sonera Finland, and University of Helsinki (ec/99-07-02; ftp://ftp.omg.org/pub/docs/ec/99-07-02.pdf)
OMG has already addressed wireless access and terminal mobility (telecom/99-05-05). However, this response recommends that the OMG address agent standards that support nomadic applications.  The Monads response is based on experiences gained from developing agent services supporting nomadic applications in the research project Monads (http://www.cs.helsinki.fi/research/monads).. The key findings are:  first, the OMG should specify an interface for FIPA ACL messaging; second, a location transparent object reference is recommended that is dynamically bound to a location in run-time when the reference is used; third, extensions to CORBA Messaging (orbos/98-05-05) may provide basis for an Agent Messaging Service; last, close cooperation should be maintained between FIPA and OMG is needed.(Contact: Professor Kimmo Raatikainen: kimmo.raatikainen@cs.helsinki.fi)

· CLIMATE Response by France Telecom, IKV++, NEC Europe CCRL-Berlin, and University of Helsinki (ec/99-07-03; ftp://ftp.omg.org/pub/docs/ec/99-07-03.pdf)
This submission provided a detail response the the RFI questions. The key findings are: 1) Migration Service is needed; 2) an Agent Communication Transport Service is needed; 3) a location transparent object reference that is bound in run-time is needed; 4)UML needs extensions to model mobile agents; 5) Close cooperation between FIPA and OMG is needed; 6) an initial agent system architecture that can be used as a starting point for discussions; and 7) an initial agent management system for agent platforms and agents is needed.  (Contact: Professor Kimmo Raatikainen: kimmo.raatikainen@cs.helsinki.fi)

· Toshiba Response (first) (ec/99-07-06; ftp://ftp.omg.org/pub/docs/ec/99-07-06.zip)
Bee-gent: Bonding and Encapsulation Enhancement Agent Framework for Development of Distributed Systems.  This response describes the Bee-gent multiagent development environment.  This software includes:  support for interaction protocols via its Protocol Engine, support for ACL expressions, and provides a Visual Development Tool for interaction protocols.   (Contact: Takahiro Kawamura; kawamura@ssel.toshiba.co.jp)
· Toshiba Response (second) (ec/99-07-08; ftp://ftp.omg.org/pub/docs/ec/99-07-08.zip), which is an intelligent agent system that performs tasks for human users. A Plangent agent has movement and planning capabilities; it can move around the network, determine the best course of action in various situations, and act by itself.  The most unique point of Plangent system is its agent model which they claim is a combination of intelligence and mobility.  The response provides information in the Green Paper catagories of agent definition, mobility, mindspace, reactivity/proactivity, and planning mechanisms.  The response also provides information a Plantangent implementation called ITS (Intelligent Transport Systems).  (Contact: Masanori Hattori; masanori@ssel.toshiba.co.jp)  

· Climate response ec/99-08-02; ftp://ftp.omg.org/pub/docs/ec/99-08-02.zip)
This response consisted of three papers entitled: "Supporting intelligent agents in a distributed environment: a COOL-based approach" ((by Bruno Dillenseger and François Bourdon), "Mobile Agents White Paper" (from General Magic), and "From Interoperability to Cooperation: Building Intelligent Agents on Middleware) (by Bruno Dillenseger)  (Contact: Professor Kimmo Raatikainen: kimmo.raatikainen@cs.helsinki.fi)

· Joint Response by Oak Ridge National Laboratory, NIST, Carnegie Mellon University (ec/99-08-03; ftp://ftp.omg.org/pub/docs/ec/99-08-03.html)
Architectural Evaluation of Agent-Based Systems in Manufacturing.  This response focuses on system analysis and evaluation issues in developing agent-based systems.  Its objective is to inform the OMG agents community of the need for evaluation of emerging agent-based systems from the multiple perspectives of manufacturing enterprises and to describe an approach that starts to address this need.  The specific approach described in the response is based on an architecture evaluation methodology called Architecture Tradeoff Analysis Method (ATAM).  The ATAM methodology is in development at the Software Engineering Institute and is central to the new NIST-sponsored project called Test Bed for Agent-Based Systems in Manufacturing.  The ATAM methodology has a special emphasis on architectural implications and quality attributes such as availability, modifiability, and security.  While the specific application area for this methodology within the response is manufacturing, the methodology itself is applicable across other areas. (Contact:Nenad Ivezic; ivezicn@ornl.gov)

· ATAM Position paper (ec/99-08-04; ftp://ftp.omg.org/pub/docs/ec/99-08-04.pdf)
Architectural Evaluation of Collaborative Agent-Based Systems.   The Architecture Tradeoff Analysis Method (ATAM) is an architecture evaluation technique currently evolving at the SEI. This paper focuses on a specific architectural view—the coordination model—of selected agent systems, and a collection of quality attributes as previously discussed.  It is concerned with the identification of typical quality attributes, scenarios, and agent system architectural patterns as a way to expedite evaluations of real agent systems.  This position paper supports ec/99-08-03.   (Contact:Steve Woods; sgw@sei.cmu.edu)

· FIPA Agent RFI Response (ec/99-08-05; ftp://ftp.omg.org/pub/docs/ec/99-08-05.pdf)- 
This response was a brief letter from the former president of FIPA.  It indicated that while FIPA's work is very much work in progress, a number of significant documents have been produced that may be of interest to the OMG's work.  These documents are referenced in this RFP—and are also documented in the section 7.1 of this Green Paper.

3.
Key Areas of Agent Technology

Several key areas should be considered for systems that employ agent-based technology.

3.1.
Agent Communication

Currently, one of the most important areas for standardization is agent communication.  If every designer developed a different means of communicating between agents, our agent systems would be worse than a tower of Babel.   Not only would the content and meaning of a communication likely be different, but the means of communication could occur in a variety of ways.

3.1.1.
Agent communication languages

Messages must have a well defined semantics that is computational and visible.  Thus, we need standardized agent communication languages (ACL), so that different parties can build their agents to interoperate.  Furthermore, they must have a formal semantics so that different implementations preserve the essential features of the ACL.  By specifying an ACL, we effectively codify the basic elements of interaction that can take place between agents.  
Possible implementations:

KQML

Arcol and FIPA

KIF

XML-based

3.1.2.
Message transportation mechanism  

In agent environments, messages should be schedulable, as well as event driven.  They can be sent in synchronous or asynchronous modes.  Furthermore, the transportation mechanism should support unique addressing as well as role-based addresses (i.e., “white page” versus “yellow page” addressing).  Lastly, the transportation mechanism must support unicast, multicast, and broadcast modes and such services as broadcast behavior, non-repudiation of messages, and logging.

Possible implementations:

CORBA

message = structured event as per CosNotification services

JAVA messaging service

RMI

DCOM

Enterprise Java Beans Events

3.1.3.
Ontology communication

Agent communication implies that concepts will be part of a communication among agents.  Furthermore, agents can have different terms for the same concept, identical terms for different concepts, and different class systems.  A common ontology, then, is required for representing the knowledge from various domains of discourse.  The two primary challenges here are building them and linking them.  

Possible implementations:

UML

MOF

OKBC

XML DTD

3.1.4.
Agent protocol

Agents can interact in various patterns.  Cooperative agents work toward a common goal.  For example, to produce a coherent plan, agents must be able to recognize subgoal interactions and either avoid or resolve them.  Partial Global Planning does not assume any distribution of sub-problems but allows the agents to coordinate themselves.  Joint intention frameworks require joint “commitment.”  The Shared Plan model is based on the mental attitude—the intention to act.  Joint Responsibility is based on a joint commitment to the team’s goal and the recipe for attaining that goal.  Self-interested multiagent interactions are usually centered around negotiation and contract nets.  Whichever kind of conversation is chosen, the pattern—or protocol—of that conversation must be understood by the participating agents.  Each protocol is a pattern of interaction that is formally defined and abstracted away from any particular sequence of execution steps.  Standards and guidelines here would greatly accelerate our usage of agents, because they could then “converse” without requiring human intervention.  

Possible implementations:

Negotiation RFP

3.2.
Agent Mindspace

As we design and build agents that are more intelligent, we need to consider aspects such as understanding, adaptation, beliefs, desires, intents, and knowledge.

3.2.1.
Goal representation and manipulation

Many theories of goals exist.  In the early work on problem solving, a goal was a state to be achieved or a proposition to be made true.  However, agent goals could be seen as divided into various classes:  achievement goals (long-term goals), satisfaction goals (recurrent goals such as resource gathering), preservation goals (for perserving life and property), and delta goals (i.e., “other” state changes).  Also, in the BDI (beliefs, desires, intents) approach, “desires” describe the agent’s goals (sometimes including a motivational aspect) and “intentions” characterize the goals (desires) that the agent has selected to work on.  Goals can have sub-goals, particularly in problem solving.  We need to address both the maintenance and the communication of goals.

Possible implementations:

CosTrader constraint language and the CosNotification language extensions

OCL

XML-based

3.2.2.
Reactivity versus proactivity

One of the minimum requirements for an agent is that it is reactive.  Reactive agents can selectively sense/perceive events (state changes, messages) in their environment and respond to them.  The syntax for reactive agents is typically in the form of WHEN event IF condition THEN action/assertion.  As such, inference engines can be used by reactive agents.  In contrast, proactive agents do not simply react, they should be able to exhibit opportunistic, goal-directed behavior and where appropriatetake the initiative.  Proactive agents can choose to query the environment about its state rather than just wait until events arrive;  that is, they are active rather than just receptive.  Agents that continuously reason about future events are sometimes called deliberative.

3.2.3.
Adaptive agents

Adaptive agents can be simply reactive or they can learn or evolve.  Agents that learn or evolve can change their behavior based on their experience with other agents and the environment.  Here, learning and evolution is orthogonal to reaction/proaction.  

3.2.4.
Procedural versus declarative process specifications   

Procedural approaches specify how a computation should proceed;  declarative approaches specify what an operation should do rather than how.  Both approaches have their merits and therefore both should be considered.

Possible implementations:

UML Activity Diagrams

UML process specification language

Workflow RFP

3.2.5.
Comprehension of an environment

In order for an agent to recognize features and characteristics of an environment, interfaces are required through which an agent can obtain service information.  The CORBA  2.2 specification provides the get_service interface (PIDL) at the level of the ORB.  An equivalent interface is required to support the registration and retrieval of information concerning available facilities and applicable policies. Such interfaces should enable an agent both to evaluate an environment and to register itself with the environment as a potential services provider.  
3.3.
Life-Cycle Management

Agents will be software running in software environments.  As such, they must have well understood mechanisms for such activities as starting, stopping, being managed, and being traced. Some agents are implemented as mobile code, which introduces additional lifecycle issues, such as permissions to run, permissions to perform certain tasks, and to have communication occur at different locations other than its original starting point. Finally agents can evolve and can possibly clone themselves, which introduces issues related to the delegation of responsibilities and permissions.


As we examine lifecycle management, we must also examine the software environments in which agents will run. These can be very small, intermittently connected devices like cell phones or Personal Digital Assistants, to very large clusters of servers capable of running huge numbers of agents. The requirements for each environment are quite different, and each must be accommodated.

3.3.1.
Virtual existence or persistence

Agents may logically exist for indeterminate periods of time during which they may display dormant behavior.   Interfaces supporting agent lifecycles need to consider requirements for “logical” existence of possibly very large numbers of agents as opposed to in-memory physical existence.  This has a number of implications around storage, messaging and communication, and management.

•
Persistence of agents

In systems that currently support long-lived agents, agents can be “put to sleep” and saved (usually to a physical disk, although this is just an implementation strategy). When the agent is persistent, the current state and data are preserved, and are restored when the agent is “awakened.”  There are often other state transitions associated with “putting the agent to sleep” and “awakening” it, having to do with querying whether it is currently in a situation where this can successfully be performed, and on awaking, a notification that time has elapsed and it might want to reassess the environment.

•
Messaging while “asleep”

A variety of messaging models are possible for agent systems.  Some may need a full robust event-style model with guaranteed message delivery.  Others may need a far more casual model where an agent seeing a message of interest may act on the information. There may be messaging models for direct communications between two agents, for a store-and-forward approach,  and for a publish-and-subscribe model. System events may also be passed via messages or some other mechanism.  Design decisions about what intersection of these strategies to use depend on the type of agent applications being built. 

These design decisions also impact how messages are handled while an agent is “asleep.”  If an agent has to be awakened with each incoming message to see if the message is relevant,  storing the agent to save running many in-memory copies would be counterproductive. Models must be designed to optimize delivery of messages.  There will likely be many different models for this, but over time certain design patterns will emerge.

•
Managing agents

Agents that are currently “asleep” also need to be managed.  In large distributed systems, agents could be moved to a new server in order to provide dynamic load balancing. 

3.3.2.
History

Mechanisms are required to provide a historical recording of the agent’s actions—so that agent behavior can be audited and that agents can evaluate prior actions.  This could include a range of situations, from merely obtaining an agent's state to providing a comprehensive log of actions.  
3.3.3.
Mobility

Static agents exist as a single process on one host computer; mobile agents can pick up and move their code to a new host where they resume executing.  From a conceptual standpoint, such mobile agents can also be regarded as itinerant, dynamic, wandering, roaming, or migrant.  The rationale for mobility is the improved performance that can be achieved  by moving the agent closer to the services available on the new host.


Mobile agents can also be part of an agent system that has static agents. For example, there may be a large “intelligent” agent coordinating a set of actions (such as a workflow, a negotiation, or data synthesis), which in turn sends out smaller mobile agents to perform a specific task, such as acquiring some data.


Mobile agents create an additional set of requirements:

· They require an agent server where they can run.

· They introduce the complexities of security and validating the authenticity of mobile code.

· They introduce management complexity on such issues as:

· Where are they?

· How do you communicate with them when they are moving about?

· How do you bring them home when network failures occur?

· How do you ensure that they have a reasonable way of “timing out” and halting a process if the task is time sensitive?

· If they must keep functioning despite adversity, how do you ensure they stay alive?

· Naming and identification become very important.

3.3.4.
Process centric 

If an agent is primarily thought of as a process, you can observe and view the state of the agent.  For such agents, it is appropriate to establish relationships between agents that consume and agents that produce.  For example, an agent version of Task Session, you can describe resource agents, task agents, and process agents.   (This one needs more explanation)

Possible implementations:

Virtual Existence: POA servant management provides explicit support for the management of many logical instances

History: event logging

Mobility: extensions to the CosLifeCycle move() operation and associated POA virtual existence management.

3.3.5.
Dynamic and multiple classification

During an agent’s lifecycle, the interfaces exposed by the agent may be dynamic, reflecting changes in its state or environment.  Mechanisms are required to support the existence of multiple interfaces relative to a single agent identity.  Furthermore,  control mechanisms must be established to enable and disable an agent’s features.   Such mechanisms are particularly useful when multiple roles are being supported.  Depending on the situation, the roles or behavior of individual agents can change.  For example in ant societies, workers can become foragers when  food availability increases, and nest-maintenance workers can become patrollers when foreign ants intrude.  However, once an ant is allocated  to a task outside the nest, it never returns.  This implies that an agent can both change its role (dynamic classification) and assume more than one role at any moment in time (multiple classification).

Possible implementations:

interface variation dependent on state

CORBA Component equivalence

3.4. 
Agent is a Principal

A key attribute of an agent is that it be able to act autonomously. Agents can then take on a wide range of responsibilities on our behalf,  including purchasing goods and services and entering into agreements.  Furthermore, agents may have several identities which they can use while operating.   Any robust system will consider these identities in its transactions with an agent.

3.4.1.
Agents are operating on behalf of an entity

An agent will often perform some tasks on behalf of another.  For example, a software agent could perform a task on behalf of a person.  It could also perform on behalf of another piece of software (another agent), an organization, or a particular role (manager, system administrator).  This leads to an number of issues that need to be considered:

· An agent needs to be able to identify on whose behalf it is running.

· If it requests an action from another entity, the other entity may want to assess whether it will permit the action, based on the proffered identity. This might include assessing things such as:

· Knowledge of the identity.

· Some set of permissions that control what this identity is permitted to do.

· Whether the identity has a good credit (in a financial transaction) or a good reputation.

· Results of previous interactions with that identity.


Subsets of permissions are another issue.  In human interactions, we delegate portions of our decision making routinely as well as in an ad hoc manner.  For example, we might ask one of our co-workers the weekly status meetings staff meeting,  knowing that the person will pick a convenient time, include the right people, and schedule an appropriate room.  To another co-worker, we may delegate signature authority to spend up to $1000 in our absence.  In both cases, co-workers have been delegated authority but given very different permissions.  A similar set of constructs needs to be created for agents.

3.4.2.
Agents are software

Agents are software and as such may be more or less reliable. Various schemes permit unknown software to run in an environment.  For example, code signing might be employed to determine whether the agent will be permitted to run in a given environment. Since an agent may in fact be composed of multiple objects, a model may be needed to assess the overall reliability of all components.

3.5.
Software Agent Technology in Nomadic Applications 

Current and future development in the area of wireless data communications and mobile computers enable to a great extent mobile computing.  The environment of mobile computing is very different compared to today’s environment of traditional distributed systems in many respects.   Bandwidth, latency, delay, error rate, interference, interoperability, computing power, quality of display, among other things may change dramatically as a nomadic end-user moves from one location to another — from a computing environment to another, e.g. from a wireline LAN via a wireless LAN (from a office) to a GPRS / UMTS network (to the field).  The variety of mobile workstations, handheld devices, and smart phones, which nomadic users use to access Internet services, increases at growing rate. The CPU power, the quality of display, the amount of memory, software (e.g. operating system, applications), hardware configuration (e.g. printers, CDs) , among other things ranges from a very low performance equipment (e.g. hand held organizer, PDA) up to very high performance laptop PCs.  All these cause new demands for adaptability of Internet services.  For example, PDAs cannot display properly high quality images designed to be watched on high resolution displays, and as nomadic users will be charged based on the amount of data transmitted over the GPRS network, they will have to pay for bits that are totally useless for them.


The nomadic end-user confronted with these circumstances would benefit from having the following functionalities provided by the in​frastructure: information about expected performance provided by software agents, software agents controlling over the transfer operations, a condition-based control policy, capability to work in disconnected mode, advanced error recovery meth​ods, and adaptability. 


The ability to automatically adjust to changes mentioned above in a transparent and integrated fashion is essential for nomadicity [Klei97]—nomadic end-users are usually professionals in other areas than computers, and today’s mobile computer systems are already very complex to use as a productive tool; thus, they need all the possible support, which a agent based distributed system could deliver.  Adaptability to the changes in the environment of nomadic end-users is the key issue. Software agents could play a significant role in implementing adaptability. One agent alone is not able make the decision how to adapt, and therefore adaptation is a co-operation effort carried out by several agents. Therefore, there should be at least some level of cooperation between adapting agents. 

3.5.1.
Tasks of Software Agents in Adaptability

There are several tasks that software agents may carry out in doing adaptation:

· Optimization of protocols and their utilization.  Both OMG [OMG99] and IETF [PILC] are developing an optimized version of their standards for wireless data communications.   OMG is developing lightweight Corba, and IETF is in the phase of starting to develop a wireless TCP.  Software agents can select to use a best possible protocol for each environment; for example, IIOP over TCP in a wireline environment and IIOP over WAP in a wireless environment.  In addition, software agents may act as gateways, which convert from one protocol to another one.

· Compression of application data, such as still images, video and audio, XML, etc.  Today’s application data in the Internet, such as still images and multimedia, are designed mainly to be handled using high performance desktop PC with high quality display.  Therefore, the data is not suitable for nomadic computing using wireless wide-area networks and anemic mobile terminals, and it requires bit-efficient data representations. Especially, lossy compression and content modifications according to end-user preferences are of great importance.  Also in this case, software agents may act as gateways, which convert from one data representation to another one.

· Communication with other agents doing adaptation to achieve an optimal solution.  

3.5.2.
Tasks of Software Agents in Software Download and Update

Mobile computers create a challenging environment for software downloads and updates.  Main reasons for the challenges are intermittent connectivity, unreliable and low throughput communication channel, and variety of types of mobile computers. There are several tasks that software agents, for example, may carry out in software download and update:

· Handle disconnection by waiting for the mobile computer to connect to an access point before starting the software download or update.

· Carry a downloadable / upgradeable software with it in an optimal representation and install it regarding the mobile computer. 

· Instead of downloading transmission of instruction to build up the upgraded software is, in some cases, a very attractive alternative.

3.5.3.
Tasks of Software Agents in Simplified and Faster Service Deployment

Software agent technology (e.g. agents, platforms and conversation protocols) could form a powerful tool:

· to model new nomadic services at a high abstraction level, and

· to implement the model by (automatically) integrating various software agents together to perform the service.

3.5.4.
Increasing availability, reliability, and support of disconnected operations

Software agent technology form a natural solution to increase availability and reliability and to support disconnected operations by acting autonomously on behalf of a nomadic end user both in the fixed network side and in the mobile computer side while the mobile computer is disconnected from a network.

3.5.5.
State of the Art

Today, there are no commercially available applications, which use software agent technology to carry out the above tasks.  In addition, there are only few research projects targeting to solve the problems in nomadic computing with software agent technology [Amase, Cameleon, Monads].  Therefore, the state of the software agent technology in this field is very preliminary.

3.5.6.
Requirements for Software Agent Technology by Nomadic Applications

The most important requirement stated by nomadic applications is adaptability to various and highly varying wireless data communications and to very different kinds of mobile terminals.  

General requirements for the agent technology can be summarized as follows:

· Fast application and service deployment.

· New types of intelligent, personalized services.

· User friendly, intuitive end-user interface.

· Short term (1-30 minutes) prediction of available Quality-of-Service.

· Prediction of end-user geo-location in the near future (1/4-4 hours).

3.5.8.
Related Work

FIPA [FIPA] has addressed nomadic applications. Technical Committee TC E - Nomadic Application Support has developed a specification (current status: draft) that specifies 1) monitor agent and control agent based infrastructure and 2) bit-efficient data representation of ACL to be utilized in the environment of nomadic applications.

3.6. 
Relationship between Agent and Object Technologies

As the Object Management Group primarily concerns itself with the interoperation of object systems, and the Agents Working Group is part of OMG, it is reasonable to examine the relationship between agents and objects. In particular, it is tempting to assert "An agent is an object that...", completing the phrase in a variety of ways. We will argue that such definitions miss key features of agency. We will then discuss why, if Agents are arguably not objects, the OMG should work to provide standards for agents. 


For this discussion, we will focus on the key features of agents defined in chapter 2, namely that agents are characterized by their Autonomy, their ability to Communicate and their reactivity, or ability to Act. We will discuss how these features contribute to describing the behavior of an Agent. 


In describing the key features of objects, we will begin with Grady Booch's triple of State, Behavior and Identity. We will then observe that in an OMG context, behavior is largely characterized by IDL, or more generically by the methods available to access and act on the object. 


As a final bit of stage setting, we note that OMG, and in particular the OMA, extends beyond the mere support of basic objects, and includes both Object Services, the Common Facilities and Domain interfaces. 

3.6.1.
Modeling an agent as an object

When we model any software entity as an object, we focus on its interfaces and its state. In general, the single key characterization of an agent's behavior is that it accepts messages from other agents, performs some processing and (possibly) responds. This behavior, in terms of interface, may be represented in two forms. One would be to provide a method for every message that the agent is capable of processing. The other would be to provide a single method, "AcceptCommunicativeString" which would permit the agent to accept arbitrary messages. 

One method per message

At first, it is tempting to imagine providing an agent with a method for each message it can accept. One would build a class hierarchy of methods and use classic OO design patterns to structure these methods into classes, specializations, and eventually individual methods. However, there are several issue that arise in practice. 

There are expressive limitations in a scheme that maps communications directly to method calls, and there are issues pertaining to autonomy, and how to model agents that engage in multiple, long lasting conversations. 

· Expressive limitations

The expressive limitations of modeling agent messages as method calls are several in nature. By using method invocation to express part of the message (in essence the performative) the agent no longer has direct reference to the entire message being sent to it. This also limits the types of messages that may be sent to an agent to those for that  messages exists, or it requires splitting the world into two portions, namely those messages for which we have methods, and those messages that we send as strings, using an "AcceptCommunicativeString." method. Since we may wish to send any message to any agent, and we want the expressive power to cover all these cases, we in fact must be able to express every communicative string, even ones for which methods exist, in communicative language. 

· Autonomy

Method invocation also has the wrong basic connotations in terms of autonomy. In general, method invocation is done either on the caller's thread of control, or on the thread of a remote proxy for the caller, in the case of remote method invocation. Agents, on the other hand, aren't running as part of the caller, nor are they running with the caller's identity and privileges. In fact, quite the contrary, an agent runs on its own behalf, and with its own identity and privileges While one can imagine doing things with access control such that the additional rights and proper identity were associated with each invocation, it adds steps that are outside the normal notions of method invocation. 

Beyond identity and access control rights, we also run into the notion of autonomy. Unlike a normal object, where access control rights and visibility largely encapsulate notions of whether a method should run, an agent is an autonomous element of the software world. Thus, for every message that the agent receives, it may determine, based on its own goals and state, and the state of the ongoing conversation, whether to process the message and how to respond if it does. This implies that every method, will, in effect, begin with the idiom of making such a determination, something which, in general, is beyond what the majority of objects do at method invocation time. (Parameter checking, and comparison to internal state is fairly normal, but knowing the identity of one's caller, and basing decisions on that, is not) 

· Conversations, and long term associations

Another problematic issue for thinking of agent messages as method invocation is the question of long term conversations and associations. Agents, unlike simple objects, may engage in multiple transactions concurrently, either through the use of multiple threads, or similar mechanisms. This is expressed naturally in a messaging environment, as each conversation can be assigned a separate identity, and either a unique message destination or a unique identifier can be used to sort out the threads of discourse.

Similar mechanisms can be built out of objects, of course, but they would bypass, or be in addition to, normal method invocation. One could imagine producing multiple cloned "copies" of the agent object and passing one reference to each counterpart, so as to provide separate communication contexts for each conversation. But the very need to invent this kind of mechanism implies that the agent isn't acting as a simple object. 

Action

A second set of issues obtains when we consider that agents are active, not passive entities within a software system. Traditionally, an object is passive, with its methods being invoked under the control of another component of the system. An agent, in general, can react not merely to specific method invocations, but to observable events within the environment. Further, as part of the basic structure of multi-agent systems, it is natural for agents to be engaged in multiple, parallel interactions with other agents. 

Public Interpretation

Communicating agents, generally express their messages in a way that allows a public interpretation of the message traffic (visibility subject to access control and other issues) This adds significant expressive power, at the cost of requiring explicit onotologies. This expressive power is rather different from the normal notion of methods, and of class hierarchy and the interpretation of the meaning of a method. 

Scale of agents

While there isn't any single grain size that characterizes all agents and multi-agent systems, agents can often be larger than single objects. While it is sometimes entirely reasonable to model large, complex entities as objects, the structure and sorts of parts that comprise agents reduce the effectiveness of thinking of agents as simple, unitary objects. For example, many agents include complex reasoning components, such as inference engines or neural networks. These resources are often implemented as sharable sub-systems, used by many agents, or used as parts of platforms supporting many agents.   


It should be added that, while agents can any size, development guidelines often suggest constructing agents that are small in mass, size, and time.

· Small in Mass

In systems with large numbers of agents, each agent is small in comparison with the whole system.  For example, each termite is an almost negligible part of the entire termite hill.  As a result, the behavior of the whole is stable under variations in the performance of any single member, and the collective dynamics dominate. 

· Small in Time (Forgetful)

Naturally occurring agent systems can forget.  Pheromones evaporate, and as a result obsolete paths leading to depleted food sources disappear rather than misleading members of the colony.  Even the death of unsuccessful organisms in an ecosystem is an important mechanism for freeing up resources so that better adapted organisms can flourish.  Furthermore, each transaction can cost and agent, leading to a decrease in energy over time. 

· Small in Scope (Local Sensing and Action)

The participants in natural systems usually can sense only their immediate vicinity.  In spite of this restriction, they can generate effects that extend far beyond their own limits, such as networks of ant paths or termite mounds.  Wolves are built close to the ground and so can’t see very far, but manage to coordinate a hunt with other wolves over a wide area.  

3.6.2.
The single method agent

Given the above arguments, one could contemplate creating an agent class, which, in essence had one, and only one primary method, namely "Accept Communicative Message." Such a construct is certainly possible, but at that point, you've lost any descriptive power from the object model, and you've reduced environments such as CORBA to playing the role of basic message transport.

3.6.3.
Agents and agent systems composed from objects

While we make the case that agents are not the same as objects, this doesn't mean that agents shouldn't be composed out of objects. In fact, as with any larger software component, we strongly advocate composing agents from objects, and, indeed building the infrastructure for agent based systems on top of the kind of support systems usd for complex object-oriented software systems 

Agent Components

When we begin to decompose agent structure, we rapidly find lots of structures and parts that are reasonable expressed as objects. These might include:

· Agent Names

· Agent Communication handles

· Agent Communication Language Components, including:

· Encodings

· Ontologies

· Vocabulary Elements

· Conversation Policies

Agent Infrastructure

Beyond the parts that make up agents, there is an additional layer of software components in multi-agent systems that may be naturally expressed as objects and collections of objects. This is the underlying infrastructure that embodies the support for agents composed of object parts. 

Examples of such might include:

· Communication Factories

· Transport References

· Transport Policies

· Directory elements

· Agent Factories

3.6.4.
Relating agents to OMG

Positioning OMG as the obvious integrating technology

OMG, through CORBA, the OMA framework and its related services, provides almost all of the elements needed to produce a rich framework for supporting agents. Further, through IDL, ORBs and IIOP, OMG provides an excellent basis for knitting together abstract agent frameworks instantiated in multiple OMG compatible environments. 


Java, with its strong ties to OMG, provides an excellent basis for building Agent Frameworks. Indeed, many agent projects are being built out of Java parts, including Java Beans, RMI, and IIOP. OMG should play a major role in bringing these elements together, and standardizing the usage of various OMG technologies in these areas so as to enhance interoperation and portability.


OMG would need to provide standards in a number of areas, if it desires to act as a major player in the agent arena. Ontologies Agent Communication Languages and services  for managing these elements would be clear candidates. Infrastructural elments, such as transport factories, agent support platforms and the like would also fall into this purview. 

Integrating Agents in the OMG world view

A more comprehensive proposal would entail integrating agents into the OMG world view as "first class" elements in the overall set of OMG abstractions. This would include supporting the ability of agents and objects to name, invoke and manage each other as first class software elements. Such a proposal would represent a fundamental revisiting of many basic assumptions in the current OMG perspective on software. Such a proposal does not seem warranted today, with the current state of agent technology, and current marketplace acceptance of agent-based systems. However, as the state of the art advances, the Agent Working Group should keep this option available, and, in particular, avoid taking steps that would preclude tighter integration of Agent technologies into the OMG core in the future. 

4. Agent System Development

4.1.
Agent modeling and specification

We need to better understand how to develop applications using agent technology.  Therefore, development tools and methods play an important part in agent-based systems.  Here, we need to determine what kinds of modeling languages are required as well as the underlying metamodels needed to support agent specification and deployment.  Furthermore, we need to ensure interoperability across the lifecycle of agent tools and their designs/work products.

Possible implementations:

UML

MOF

4.2. 
Testing, debugging, validation, and simulation

Concurrency and nondeterminism in execution make it very difficult to comprehend the activity of an agent system.  We need visualization tools, debugging facilities, and simulation.

4.3. 
Agent system development methodologies

We must determine the steps needed to guide the life cycle of agent system development—at both micro and macro levels.  Existing methods can be used to some extent, but we need to identify how an agent-based approach will change them.
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Figure 1. Agent Management Reference Model-

4.4. 
Agent enterprise architecture and services

For the most part, agents will be deployed within conventional enterprises and will draw on the enterprise for many services.  CORBA provides a rich source of services and a proven architecture.  This section provides a framework for considering how a system supporting agents might draw on CORBA services and facilities.  The architectural basis for this discussion will be the FIPA architecture.
  The FIPA Agent Platform provides a good construct from which to discuss the enterprise-related issues in agent deployment.  Figure 1 is a UML depiction of the FIPA98 Agent Management Reference Model that has been augmented to include components to facilitate interfaces to non-agent software and services.  

4.4.1.
Agent Platform

The key element to the enterprise architecture is the Agent Platform.  An Agent Platform (AP) provides an infrastructure in which agents can be deployed.  An agent must be registered on a platform in order to interact with other agents on that or other platforms.  Minimally, an AP consists of three capability sets:  an Agent Communication Channel, an Agent Management System, and a Directory Facilitator.  The Internal Platform Message Transport (IPMT) is the local (possibly proprietary) means of exchanging messages within an AP. Figure 1 is a UML depiction of the FIPA98 Agent Platform Architecture.  
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Figure 2. Agent Platform Architecture

FIPA does not specify the physical nature of a platform.  However, two cases should be considered, that of a single host and that of multiple processors deployed as a “virtual” platform.  If the Platform is virtual, having it fulfill several requirements would be wise.  It should have:

1. high-speed communications.

2. a single system manager.

3. a single security enclave.

These last two requirements make the agent system easier to use.  The responsibility for humans managing the system is simplified.  Also, we avoid the situation where control  of the agent lifecycles on a platform is shared by several people. From the system perspective, the lifecycle of all agents in a given platform is controlled by a single entity—the Agent Management System.  From the perspective of a human (or agent proxy), the platform itself should also be controlled by a single entity. 

4.4.2.
Agent Management System

The Agent Management System (AMS) is an agent that supervises access to and use of the AP.  Only one AMS will exist in a single AP.  The AMS  maintains a directory of logical agent names and their associated transport addresses for an agent platform. The AMS offers “white pages” services to other agents.  The AMS is responsible for managing the lifecycle of the agents on the platform.
  Its actions include:

2 Authentication

3 Registration

4 De-registration

5 Modification

6 Query platform profile

7 Search

8 Control of agent lifecycle

4.4.3.
Directory Facilitator

The Directory Facilitator (DF) provides “yellow pages” services to other agents.  The DF is a mandatory, normative agent.  Agents may register their services with the DF or query the DF to find out what services are offered by other agents.

4.4.4.
Agent Platform Security Manager

The Agent Platform Security Manager (APSM) is responsible for maintaining security policies for the platform and infrastructure. The APSM is responsible for run-time activities, such as communications, transport-level security, and audit trails.  FIPA 98 security cannot be guaranteed unless, at a minimum, all communication between agents is carried out through the APSM. 


The APSM is responsible for negotiating the requested inter- and intra-domain security services with other APSMs in concert with the implemented distributed computing architecture, such as CORBA, COM, and DCE, on behalf of the agents in its domain.  The APSM is responsible for enforcing the security policy of its domain and can, at its discretion, upgrade the level of security requested by an agent. The APSM cannot downgrade the level of services requested by an agent but must inform the agent that the service level requested cannot be provided.

4.4.5.
Agent Resource Broker

An Agent Request Broker (ARB) is an agent that brokers a set of software/service descriptions to interested agents.  Clients query it about what non-agent software services are available. 

4.4.6.
Wrapper Agent

This agent allows an agent to connect to a non-agent software system/service uniquely identified by a software description.  Client agents can relay commands to the wrapper agent and have them invoked on the underlying services.  The role provided by the wrapper agent provides a single generic way for agents to interact with non-agent software systems.  


The wrapper increases robustness by exposing an agent interface capable of exception and event handling for the requester.  The use of an adapter also allows the agent manager to control platform access to the remote service.

4.4.7.
Agent Communication Channel

All agents have access to the Agent Communication Channel.  It provides a path for basic interchange between agents, agent services, AMS, and other agent platforms.  At least, it must support IIOP.  Agents can reach agents on any number of other platforms through the Agent Communication Channel.  Access to agents outside of the local namespace could be supported by the CORBA Trader Services.

4.5.
The Agent Grid

The term grid is increasingly appearing in computer literature, generally referring to some form of system framework into which hardware, software, or information resources can be plugged, and which permits easy configuration and creation of new functionality from existing resources. [MT99].  The "killer applications" for these grid concepts include computational challenge problems (e.g., codebreaking) requiring supercomputing capabilities, universal availability of customized computing services (e.g., access to one's individual desktop and application suite anywhere in the world), global integration of information, computing, and other resources for various purposes, and rapid development and deployment of super-applications configured on-the-fly to solve some problem in a scalable, reliable, survivable way.  Several DoD and industry programs use some form of grid concept. 


Recently the grid concept has begun to be applied to computer systems involving agents, with agents playing both the roles of enablers and customers of grid capabilities.  The agent grid is a proposed construct that is intended to support the rapid and dynamic configuration and creation of new functionality from existing software components and systems. Requirements the agent grid is meant to address include:

· Humans and agents must be able to connect to the grid anytime from anywhere and get the information and capability they need.

· The Grid infrastructure and services must scale to millions of agents such that agents are pervasive and information and computation is not restricted to machine or organization boundaries.

· If one agent goes down, another takes its place.

· It should be possible to add capability modularly.

· Interoperability among agents from agent communities with heterogeneous architectures should be supported.  This will enable trans-architecture applications and teams.

· Agents should be able to dynamically discover and establish communication with agents in other agent communities.  Agents should be able to find other agents through directory, matchmaking, and broker services.

· Agents should be able to communicate via shared ACLs (communicative acts, vocabularies, ontologies, etc.) or via translation services.

· Interoperability needs to be supported among agents and non-agent software components (objects, legacy applications).

· Local services in agent communities should be leveraged, not replaced, by the services in the Grid.

· The reengineering of components should be minimized (via wrappers, proxy agents, translation and other interoperability services, etc.)

· Existing GOTS and COTS frameworks for component integration should be leveraged: e.g., CORBA, Jini, the Internet, NGII, etc.

We identify three views of an agent grid [MT99].  All are, or can simultaneously be, valid views:

· a collection of agent-related mechanisms (brokers, agent communication languages, rules, planners, etc.) that augment object and other technology to increase the ability of developers to model and dynamically compose systems.  Many of these mechanisms can be independently studied and could be standardized so that communities that used these standard mechanisms could more easily develop interoperable “agent-based” capabilities.

· a framework for connecting agents and agent systems.  The framework could be built using the standard mechanisms as well as existing non-agent technology (e.g., middleware).  The benefit of this view is to show how the agent mechanisms fit together to make it easier to construct agent systems of systems, using framework-aware (grid-aware) protocols, resources, and services as well as foreign wrapped agent systems and also legacy non-agent systems.  The grid as framework is responsible for providing services and allocating resources among its members.  One of the issues with this notion of grid is whether there is just one or several grids and if the latter how they interoperate.

· model entities that might be used to model an org chart, team  or other ensemble.  This view assumes there are many grids but they interoperate according to the standard protocols.  In this view, a grid might represent a battalion ensemble which has assigned tasks and resources.  Lower level units (agents/grids) use the resources to work on the tasks assigned to the battalion.

The agent grid should be thought of not as a replacement for existing agent architectures and distributed systems, but as a mechanism for integrating them.  It is important not to confuse the agent grid as an integration concept with individual grid-like distributed infrastructures (e.g., CORBA, Jini-based distributed Java object networks).  The intent is for the agent grid to be a higher-level interoperability infrastructure, largely independent of these more implementation-level techniques, which allows the most appropriate implementation infrastructure (e.g., CORBA, Jini, etc.) to be used in a given situation.


The agent grid is intended to enable the rapid formation and deployment of superapplications.  These superapplications will consist of components from several agent systems and from non-agent systems.  The function of the grid is to provide infrastructure services to enable formation of these superapplications.  The infrastructure needs to provide a way to register grid components.  Some of these will themselves be infrastructure services.  Also, the grid itself needs to be able to log component interactions and control system wide properties of collections of agents, services, and components.  As mentioned, the grid can be implemented through a variety of technologies.  Engineering experiments in the DARPA Control of Agent Bases Systems (CoABS) involve implementing the grid on top of Jini, email, search engines, and the web, striving to make the components separable, scalable, secure, and federated, and the architecture open.


The architecture of the agent grid is still undergoing evolution.  Open General Issues for the Agent Grid include: 

· How much control does a Grid have over individual agents?

· How much domain knowledge does the Grid have?

· How “intelligent” are the entities (components, agents, etc.) that inhabit the Grid?

· What services does the Grid provide?

· What languages, protocols, or other standards is an agent required to adhere to in order to use these services?  Are there varying levels of “grid awareness” or “grid compliance”?

· What properties does the Grid need? (e.g., scalability, security, reliability, etc.)

· How does the Grid allow agents from heterogeneous agent architectures to interoperate?

· How do non-agents software components (objects, applications, etc.) make use of the Grid?

· How does the Grid relate to other infrastructures, grids, networks, distributed objects frameworks (like OMG's OMA), the Internet, the Web, etc?

4.6.
Maintaining System-wide Properties in Agent Systems

It is often said that agents are autonomous.  They represent and act for their owner and interact with other agents to solve problems.  Not much is said about how external conditions affect their individual behaviors.  In many problems, the environment of the problem imposes some external constraints on interacting agents.  Perhaps resources are scarce (e.g., bandwidth is limited) or communication must happen with real-time constraints or communication must be reliable and secure or the system of agents must assure survivability.  How are these system or environmental constraints handled in agent systems?


Generally, such constraints are characterized as system-wide constraints (where a system might be local and a system-of-systems might impose different constraints in different subsystems).  Some communities refer to such constraints as -ilities, others as quality of service.  For a good overview of ility and QoS (together called iQuos), see [M99 -"Providing Systemic Properties (Ilities) and Quality of Service in Component-Based Systems"].  


Various lists of ilities have been identified.  For example: 

· accessibility, accountability, accuracy, adaptability, administrability, affordability, agilityavailability, composability, configurability, degradability, demonstrability, deployability, distributability, durability, evolvability, extensibility,fault tolerance, flexibility, footprint, interoperability, maintainability, manageability, mobility, nomadicity,  openness, performance, reliability, responsiveness, safety, scalability, schedulability, seamlessness, security, simplicity, stability, survivability, tailorability, timeliness, trust, understandability, usability


An open question is how to augment an agent (or component or any other kind of) system so that it has some or all of these properties, or how to extend an existing system to add these properties modularly.  It is often said that security cannot be added to a system after the fact.  The same seems to be true of many of the properties on this list, that they pervade the design of applications and systems that require them.  


Promising work reported at the OMG-DARPA Workshop on Compositional Software Architectures [Tho98] indicates that system properties can often be inserted into the communication paths among components of a system, that this is a reasonable place to log the system's behavior, and that system meters and policy controllers can be added to systems to monitor and control these kinds of system wide behaviors.  There are many open issues about this approach, for instance, how to handle policies that vary from system to system when the systems are composed into a system of systems.  It appears that many of the early results from this approach will be applicable to agent systems as the agents are modular.  Still, this iquos idea imposes some external control over a collection of formerly autonomous agents.  The agent grid is a natural construct with which to associate such system imposed constraints.  

5.
 Considerations for Agent RFI/RFPs

It is anticipated that RFIs and/or RFPs will be issued for agent-based technologies.  For example, the overall goal of RFI-1 is to collect information regarding agent technology from various communities.  This information will help guide the OMG in the adoption of specifications that will to extend the OMG Object Management Architecture with agent technology functionality. These extension, then, would further populate or align the OMG with emerging agent standards,  protocols, tools, and utilities. Currently, there are no other RFIs or RFPs being considered or in development.

5.1.
Planned Roadmap

A possible plan of attack is to see how this coordinates with FIPA, and to figure out what might make sense within the OMG domain. For example, I can’t really picture User Assistance (Desktop) agents as being with the scope of OMG. 

FIPA did approve doing an architecture that could map to various implementations, such as CORBA. 

6.
Relationship to OMG Technology and Other Work Efforts

6.1. 
Current relevant OMG services

tk

6.2. 
Modifications and enhancements of OMG specifications

tk

7.
Other Similar Standards and Efforts

7.1.
FIPA

7.1.1.
Introduction

FIPA, the Foundation for Intelligent Physical Agents, welcomes OMG's interest in agent technology. FIPA has been working to develop and promote standardization in the area of agent interoperability since 1996. FIPA has an on-going work program, meeting around the globe on a quarterly basis, with excess of 50 member organisations. With 3.5 years of existence and the

extensive specifications produced (see http://www.fipa.org/), as such FIPA is a reference organization in intelligent agents.   


A fomal liason has been established between FIPA and the OMG's Agents WG:  Frank McCabe is the liason from FIPA to the Agents WG and David Levine is the liason from the Agents WG to FIPA.


FIPA recommends that the OMG consider the specifications that have been developed by FIPA as a background to OMG's possible future standardization efforts.  While FIPA's work is very much work in progress, a number of significant documents have been produced that may be of interest to the OMG's work.

7.1.2.
The Agent communication language. 

* http://www.fipa.org/spec/f8a22.zip 

This details the syntax and semantics of a high-level agent communication language that is based on speech acts. A primary benefit of employing this language is that the semantics of communication can be preserved in an open manner.

7.1.3.
Agent/software integration

* ftp://ftp.fipa.org/Specs/FIPA97/f7a13pdf.zip 

This specification details a standard way in which non-agent based software can be integrated into a FIPA agent platform.

7.1.4.
Agent Management

*  http://fipa.umbc.edu/mirror/spec/fipa8a23.doc 

This specification, which also draws on http://www.fipa.og/spec/f8a21.doc, outlines the necessary specifications needed for managing agents on an agent platform. A point of particular interest to the OMG is the mandatory use of IIOP as the baseline transport protocol. It is envisaged that other transport protocols may be standardised to meet specific needs e.g. for wireless applications.

7.1.5.
Human/agent interaction

* http://www.fipa.org/spec/fipa8a24.zip 

This details models for integrating agents with human participation.

7.1.6.
Agent mobility

* http://www.fipa.org/spec/fipa8a27.doc 

This details various models and protocols to support agent mobility between agent platforms.

7.1.7.
Ontology services

* http://www.fipa.org/spec/fipa8a28.zip 

This details specifications for managing ontology services and ontology models in a consistent and open framework.

7.1.8.
Agent naming

* http://www/fipa.org/spec/fipa9716.PDF 

This specification, which is not yet officially adopted by FIPA, outlines models for consistent naming of agents.

7.1.9.
Message transport

* http://www.fipa.org/spec/fipa9716.PDF 

This specification, which is not yet officially adopted by FIPA,outlines the requirements and specifications of messaging services between agents and between agent platforms. In addition, we recommend that OMG seriously consider:

* http://www.fipa.org/spec/fipa9710.pdf 

7.1.10.
Conclusion


Many of the questions in the OMG RFI are being addressed in this FIPA Architecture Overview document; however, this is work in progress and may change significantly in the coming months.  More generally, FIPA welcomes visitors to it's web pages at

http://www.fipa.org, and the mirror sites in Japan

http://fipa.comtec.co.jp/index-e.html  and the USA http://fipa.umbc.edu.


FIPA implementations are currently pre-commercial, but there are in excess of 10 frameworks under development.


OMG members wishing to participate in a FIPA meeting will be welcome and should contact the FIPA Secretariat Teresa Marsico (secretariat@fipa.org).

7.2.
CLIMATE

The Cluster for Intelligent Mobile Agents for Telecommunication Environments (CLIMATE) represents a pool of agent technology related projects within the European Union collaborative research and development program on Advanced Communications Technologies and Services (ACTS).  CLIMATE was formed in Spring 1998 and currently comprises 14 core projects, which investigate the usage of Agent Technologies in various application areas, such as service control in fixed and mobile networks, telecommunications management, electronic commerce, multimedia applications, etc. The incorporation of emerging agent standards, particularly the OMG Mobile Agent System Interoperability Facility (MASIF) and the Foundation of Physical Intelligent Agents (FIPA) specifications, is key in this context.  


Dr. T. Magedanz is interested in establishing some kind of liason between the Agent WG and CLIMATE.  Currently, Kimmo Raatikainen (kimmo.raatikainen@cs.helsinki.fi) is our representative from CLIMATE to the Agents WG.  However, no liason efforts are yet underway.

7.3.
KQML/KIF

7.4.
US DARPA 

 CoABS - Jim Hendler  jhendler@darpa.mil  

ALP - Todd Carrico  tcarrico@darpa.mil  

7.5.
EU AgentLink community 

7.6.
others

8.
Appendix

8.1.
Glossary

see http://www.objs.com/agility/tech-reports/9909-agent-glossary.html 
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