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Terra incognita – the unknown territory that baffled explorers, frightened merchants and impeded progress.   Difficult to know where you are and impossible to know what to ex​pect next.   Hic sunt dracones – here lurk dragons.  

The power and flexibility of modern software makes it increasingly a cyber incognita and the traditional tools of maps (design specs), surveying and navigational instruments, and marked trails (descriptions of normative behavior) are as inadequate in cyber incognita as they were in terra incognita 300 years ago.  Design specs are incomplete, inaccurate, or inconsistent; software probes cannot observe all significant events and techniques to correlate independently recorded observations are limited; and descriptions of normative behavior are often (especially in Web-based, agent, or survivable systems) described as “best effort” with no concrete notion of what that means.  Further, the dynamic nature of many modern applications means that they are continually reorganizing themselves in response to changed user demands or resource availability; the equivalent of Lewis and Clarke having to deal with rivers and mountains  that changed position every few hours.

So, if you have ever felt that using and manag​ing complex, distributed (and often under-specified) dynamically reconfigurable soft​ware is a bit like walking alone into the wil​derness, Software Surveyor is for you. 
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OBJS’ Software Surveyor  is a profiling toolkit to dynamically deduce and render the runtime configuration and be​havior of evolving, component-based soft​ware. In​for​mation is synthesized from multiple sources and combined and rendered in a variety of formats and made easily accessible via the Web. 



Software Surveyor addresses three distinct issues: 

· What is the application doing?
· What is it supposed to be doing?

· Is it doing what it is supposed to?

This requires probes to collect a variety of  information and an infrastructure to dissemi​nate it, and syn​thesis tools to merge infor​mation streams and make sense of it.  Re​sults of this analysis are aggregated to iden​tify  “behavioral norms” to augment incom​plete per​formance specifications. Finally, the probe infrastructure and behavioral norms can be used to signal users when the sys​tem is op​erating anomalously. Soft​ware Surveyor requires limited prior knowledge of application connectivity and has the ability to dynamically deploy probes, al​lowing its use with dynamically reorganizing applications and those lacking complete specifications.    



Probes

AppliProbes provide infor​mation about  events at the application in​terface and/or internal to the application.  EnviroProbes uses operating sys​tem utilities to gather and emit informa​tion on system status and re​source use.  

The Java ByteCode Instrumen​tor automates the insertion of probes and probe stubs into Java ByteCode. JBCI modifies .class files by inserting calls to selected probes using se​lected customizable instrumentation tech​niques. JBCI can be extended with new probes and instrumentation techniques. GUI and program​matic interfaces will be avail​able. Probes implemented in other lan​guages can be called via JNI.  The next version of JBCI will support on-the-fly probe insertion into running programs.

Event Distribution

Events are distributed by the Siena Event Distribution Infrastructure (U-Colo​rado).  XML2Java translates XML to first class Java objects with application-spe​cific behaviors. Useful to convert XML-en​coded events into a readily manipulable form. 

Analysis

Coalescer merges streams of separately collected event  information to create an event timeline and performs limited aggre​gation of events by time interval.  Stack​Tracer converts streams of application events into a trace of program execution and emits an XML representation.  EventMonitor categorizes events by type and produces summaries with expandable detail.  Histo​rian archives execution traces and computes statistics of behavior. 

Visualization

Mapper provides a timeline-oriented visuali​zation of application behavior. StackTracer and EventMonitor results can be viewed using any XML-capable Browser. 

Implementation & Status

Software Surveyor v1.0 is implemented in Java 1.3 and has been tested under Win​dows 2000.  v1.0 requires Siena for event distribution.  EnviroProbes is currently avail​able only on Win2000 and WinNT.
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